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In the modern period,world politics is significantly influenced by the threats posed by the virtual 
space and asymmetric military challenges, where an important issue is devoted to nuclear safety. From 
the asymmetric threats, we can single out several types that directly pose risks to global security: hybrid 
warfare, weapons of mass destruction, terrorism, and cyber terrorism, the creation and proliferation of 
nuclear weapons.Global security is facing many threats and challenges that are becoming increasingly 
difficult to combat and control. The paper discusses the dangers posed by virtual space and its role in 
global politics. The article discusses the main threats to cybersecurity in Ukraine. Significant attention 
is also paid to the asymmetric threats and the dimension of nuclear safety. The issue of nuclear security 
has become increasingly important since the violation of various international treaties on nuclear 
disarmament and arsenal reduction.
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Introduction

The development of technology has not changed the priorities of state defence as much as 
it did during World War II — the main tactical strikes are aimed at energy facilities. Currently, 
most of the severe cyber-attacks take place on fuel and energy complexes, followed by the 
financial sector. The digital world has given rise to new types of threats. Most facts around 
the world are based on assumptions. Traces often lead to some aggressor state, but often there 
is no evidence. It is an important fact that many countries not only carry out cyber espionage 
activities, intelligence and investigation, but also create cyber warfare capabilities themselves. 
At the end of the 20th century, no one could have imagined that real war would become an 
adjunct to war created in a detached dimension, or, conversely, that surreal space would merge 
with real social and cultural space. Perhaps no one could have imagined that a dimension 
would emerge that would be almost impossible to control and limitless, that humanity would 
face an invisible threat.

Virtual Threat and Asymmetric Military Challenges

The trend of cyber wars and cyber-attacks has recently taken on a larger scale and is 
transforming. Russiais known to have great potential in terms of cyber warfare, and some 
suspicions and events confirm this. Russia used cyberweapons against Georgia during the 
2008 war, and in 2019 used the same method to launch cyber-attacks on Georgian government 
websites and television infrastructure. According to foreign media, at the closed session of 
the UN Security Council in 2020, the United States, Britain and Estonia assessed this fact as 
a cyber-attack carried out by Russia. The same scenario was observed during the attack on 
Ukraine in early 2014 (Georgian Public Broadcaster, 2020: 1).

It should be noted that cyber threats do not only include cyber wars, psychological 
terror, digital viruses and hacker attacks, the virtual threat also includes information and 
misinformation manipulations, as well as the global Internet market known as the Black Market 
(Darknet). Let us first highlight information warfare, which involves the use of information 
technology and management to gain an advantage over an adversary. It can be used to gain 
tactical information, disseminate misinformation and propaganda to demoralize the public or 
the adversary. It can be used for manipulation as well as to prevent the dissemination of real 
information.

The phenomenon of the information-propaganda war is not new. It is as old a method as the 
most ancient craft. It was just changing and will probably change (progress) in the future with 
technology development.Propaganda means the planned use of any form of communication to 
influence people’s minds, behaviours and emotions. This is considered by many to be the most 
effective and common means of persuading people to engage in political activity. Intelligence 
services have historically used propaganda for a long time.

In this regard, we can say that Russia has a long history of information, propaganda and 
disinformation, but in the era of technological revolutions, this activity has become more 
effective. Russian propaganda is not truth-oriented, but that does not mean that everything 
is a lie. Here we have a mixed method when mixed misinformation is spread in truth. There 
are cases when we are dealing with complete disinformation and “fake news.” For example, a 
fake report on September 11, 2014, informs us that a chemical plant in Louisiana had exploded 
(Manufacturing, 2015: 1).At the time, this information seemed credible; it covered almost 
every social network. Generally, fake news spreads quickly and is easily believed, primarily 
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when the data is distributed by not one, but several media outlets. In this case, it is essential 
to warn the public about impending misinformation. We are generally called upon to verify 
the facts, to look at several sources, but concerning the masses, it is ineffective — verifying 
the facts requires time and knowledge. When it is proven that the information was false, self-
justification or simply denial is relatively inefficient, it is useless. However, there is no other 
way. The mainstay of Kremlin propaganda in Georgia is the media and social networks. At 
least one TV station, several Internet TV stations, a print edition, and a website feature anti-
Western “message boxes” that rely heavily on Russian sources for information.

The active use of social networks by Russian propagandists is also noticeable when viral 
dissemination of disinformation or anti-Western narrative material is viral. Numerous public 
opinion polls show that the primary source of information in Georgia is television. According to 
a 2016 poll by the National Democratic Institute (NDI), 77% of the Georgian population names 
television as the primary source of information on politics and current events. Surveys also 
show that almost half of the Georgian TV viewers (47%) watch foreign channels in addition to 
Georgian ones. The most popular foreign channels are Russian (NTV, ORT, and RTR) (IDFI, 
2016: 5-23). It should be noted that there are countries where the Internet and communication 
networks are actively controlled, for example, which also controls television and social media. 
A study by Gary King, Margaret Roberts and Jennifer Pan was also published, based on leaked 
government e-mails (Waddell, 2017: 1).

What should we do to counter misinformation, fake news, false news, information warfare? 
Defining this is not so simple. In this case, it is crucial to catch up, that is, to disseminate real 
information. In case of delay, it is necessary to spread an alternative variant. As mentioned 
above, the threats in cyberspace are multifaceted — one of which is the black market, which 
is not available to everyone on the Internet. In this case, we need to distinguish four areas of 
the Internet:

1. Surface Web means a surface network. It is also referred to as the Clear Web. This network 
is searched by standard web search systems. The network is indexed by search engines. This 
network includes Google, Facebook, Yahoo, Wikipedia, Instagram, etc.

2.Deep Web — its content can be found directly in the URL or IP address. However, you 
may need to go through a password or other security mode to browse websites; however, it 
implies normal use. For example, when a user has limited access to various websites that require 
registration to view content, to sites where payment is required to download an e-journal or an 
e-newspaper. This space includes PayPal, Facebook, Twitter, WhatsApp, Gmail, etc.

3. Dark Web. This is a system that is not indexed by web search engines. A special 
program, configuration, or authorization is required to get here. It is possible to communicate 
anonymously, protect privacy, communicate privately, obtain illegal information, trade 
illegally, for example, in drugs, weapons, etc.

4. Darknet is also known as a “hidden network.” This is a system available using non-
standard ports. Darknet differs from other networks in that file sharing is done anonymously, 
i.e., IP addresses are not publicly available. Communication in this space is uncontrolled and 
contains various threats. We can draw a parallel between illegal underground activities that take 
place in real space and Darknet, which takes place in virtual space. Getting into this system is 
not easy; you need specific software and authorization. Darknetcan also be considered as an 
alternative internet, or the dark side of the Internet. It is a huge network that brings together 
thousands of unlicensed and illegal websites. There are many things available here — buying 
weapons illegally, buying cloned cards, buying fake passports, subscribing to slaves, buying 
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drugs, renting a killer, and so on. Darknet has many illegal forums, social networks and non-
standard websites. We do not consciously discuss the instructions for entering this system in 
the paper. It can be understood as an incentive.

We can say that the black market is one of the significant shortcomings of the software. 
There is a lot of research on the Darknet, and overall, it is clear that the defences of cyberspace 
users usually lag behind those of cyber-attackers. It is difficult to obtain statistics on black-
markets for vulnerable users and their related operations. Still, various experts agree with 
observations and research that various black-market forums are likely to be used by hackers, 
criminals and criminal organizations, who trade in a variety of products. Their ultimate goal 
is to steal personal data.Therefore, we can say that along with cyber wars, cyber-attacks and 
various threats, the black market in cyberspace also poses a serious threat, both on a personal 
and global level. It is known that using the black market poses a serious threat to the protection 
of personal information. Hackers also use cyber-attacks against specific users and specific sites 
to launch cyber-attacks on browsers and websites.

When discussing cyber wars, cyber-attacks, information warfare, and virtual threats in 
general, we must consider this issue in the context of the North Atlantic Alliance — security 
and cyber defence are directly linked to NATO. NATO member states first discussed the 
need to strengthen defence against cyber-attacks at a summit in Prague in 2002. Since then, 
cybersecurity has become an essential component of NATO’s agenda. In 2008, the first cyber 
defence policy document was adopted. The process of integrating cybersecurity into the NATO 
defence system has been active since 2012. At the Wales Summit in 2014, the Allies made 
cyber defence a crucial part of their collective defence, saying that a cyber-attack could lead 
to the application of Article 5 of the Collective Defence Treaty set out in the NATO Treaty. At 
the 2016 Warsaw Summit, Alliance member states recognized information and communication 
network security as one of their crucial defence areas. They agreed that NATO must defend 
itself as effectively in cyberspace as it does on land, sea and air. NATO’s leading partner in 
cybersecurity is the European Union, with which the Alliance signed a technical agreement on 
mutual assistance and cooperation in February 2016 (RIAC, 2016: 1). 

The main issues discussed at the Warsaw Summit were how to allocate resources on 
cybersecurity to achieve the best effect — recognizing that considerable resources were 
needed to address this problem. Also, there were questions about how much money should be 
spent, what would be the minimum level of investment? For example, since 2014, the budget 
of PacteDéfense Cyber in France has included 1 billion euros for cyber defence. In 2016, 
the UK announced it had allocated 1.9 billion pounds sterling to strengthen its cybersecurity 
program (Reuters, 2014: 1).

At the 2018 Brussels Summit, the Allies agreed to set up a new cyberspace operations centre. 
Taking into account common challenges, NATO and the EU are strengthening cooperation in 
the field of cyber defence, especially in the exchange of information. Joint pieces of training 
and studies are conducted (NATO, 2018: 1).

Of particular note is the merit of the United States, which spares no effort to develop 
new regulations on cybersecurity and also spares no funds. Expenditures on cybersecurity 
in the US budget increase every year, in 2015, the Barack Obama administration officially 
allocated $ 14 billion, and then there was information that much more would be spent 
(CNet, 2015: 1). Worldwide defence spending is rising day by day, but US finances are 
impressive. It is already known that by 2021 this sector will be funded with $ 18.8 billion 
(Homeland Security, 2020: 1). Fighting cyber threats is quite a challenge for many states. In 
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this regard, they have to allocate significant financial resources to make security mechanisms 
more effective.

Ukrainian and International Cases Analysis

Cyber-attacks, cybercriminal activities around the world have entered an active phase. 
Some cases deservedly have the status of cyberwar. The Russian-Ukrainian war of 2014 was 
accompanied by elements of hybrid warfare and hacker attacks were actively used, causing 
significant damage to the state. The cyber-attacks were carried out on Ukrainian government 
agencies and critical infrastructure. One such fact became known on March 4, 2014, and it 
was reported that the Ukrainian telecommunications system was attacked. At the same time, 
telecommunications with Crimea were being degraded, with pro-Ukrainian websites and 
messages being permanently blocked by Russian social networks. It is not new that Russia 
has a high level of cyber capabilities; numerous studies confirm this; there are real facts 
around the world.

As for Ukraine, a few years after the beginning of the Russia-Ukraine war, namely in 
2017, the internal system of the Cabinet of Ministers of Ukraine was attacked by hackers. At 
that time, not only the Cabinet of Ministers of Ukraine was the object of attack by hackers, 
but also the work of energy companies and the National Bank, Kyiv Metro, Ukrainian Post, 
Boryspil Airport system, etc.

It should also be noted that cyber-attacks in Ukraine have been actively launched since 
2017, using malware. Recently, similar cyber-attacks have been reported in France, Germany, 
Italy, and other European countries. Many facts of cyber-attacks are debatable, often failing 
to establish real traces. However, the examples presented by us show that Russia continues 
to harm both Ukraine and Georgia actively.

Russia is in the top three with its cyber capabilities, and its actions towards Ukraine 
are a good example of how cyber operations can be integrated into conventional military 
operations. Cyber-conflicts alone, where the action takes place only in the digital world, are 
less likely. It is much more realistic to add a cyber-dimension to wars, crises and conflicts, 
and Ukraine is a perfect example of this. Cyber operations fit neatly into the concept of 
so-called hybrid warfare, where the parties use traditional and unconventional means to 
achieve military goals. In cyberspace, the enemy’s location is difficult to determine, cyber-
attacks carry less political risk, and international law considers the cyber world to be a still 
uncontrolled space.

Unusual cyber activities of the Russian-Ukrainian conflict are cyber espionage and anti-
state propaganda campaigns carried out through DDoS attacks against Ukrainian media and 
government organizations, as well as NATO websites, non-governmental organizations. 
Manipulation of information and videos, campaigning focused on election fraud, the 
publication of confidential e-mails, telephone tapping, dissemination of disinformation on 
forums and social networks, infiltration of information system — this is the direction of 
cyber-conflict in Ukraine. Also, Russian communications intelligence used Internet data to 
locate Ukrainian military units in eastern Ukraine (The Cyber Dimension of the Russia-
Ukraine War, 2016: 1).

Cyber operations will likely define the combat environment in future wars and conflicts, 
although they will not be decisive for military action. There will also be states that can 
combine their conventional and cyber capabilities to achieve military and political goals 
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more effectively. The Russia-Ukraine conflict is not over, and we may witness a new wave 
of cyber-attacks.

The Cyber Security and Nuclear Security Dimension  
in the Face of Modern Challenges

Against the backdrop of growing asymmetric threats in global politics, as increasingly 
new threats and challenges from cyber terrorism and nuclear security emerge, it is essential to 
consider several possible scenarios of potential threats. We can consider several strategies of 
how terrorists will be able to acquire nuclear weapons.First, they will be able to do this through 
internal help, which is less possible but is not ruled out. If they get information about where 
the appropriate weapon is stored, they will try to master it by any means. Even during the Cold 
War, nuclear material was kept at the Incirlik Air Base near the Syrian border in Turkey and the 
vicinity of Brussels, and it was not very difficult to master it. According to the second scenario, 
we can imagine that terrorists are stealing the components needed to make weapons in the 
form of plutonium or enriched uranium. At such times, they will be able to create a powerful 
bomb that can destroy a small city. ISIS had the potential to make similar weapons in its time, 
but this is unlikely because the bomb requires a fairly well-maintained material infrastructure 
and territory. In the third scenario, we can consider the use ofthe so-called Dirty Bomb. It is 
a conventional weapon that can be said to be a dynamite-like explosive device containing 
radioactive substances (caesium or strontium), the use of which in densely populated areas or 
crowded places can cause considerable damage to living organisms. We can also consider a 
direct attack on a nuclear reactor by terrorists or a direct collision of a plane with a reactor. It 
is possible for a suicide bomber to blow himself up with his nuclear device or to carry out a 
non-physical attack when a cyber-attack causes a nuclear reactor to fail.

It is crucial to consider the role and involvement of international organizations in 
cybersecurity, asymmetric threats and nuclear non-proliferation. It is also an important issue 
with what policies they pursue and their readiness to defend themselves against such threats. 
The North Atlantic Treaty Organization is working quite actively in this direction. Noteworthy 
in this regard is the NATO Summit held in London on December 3 and 4, 2019, dedicated 
to the 70th anniversary of the founding of the Alliance and also the 30thanniversary of the fall 
of the Iron Curtain. Following the NATO summit, the leaders of the Alliance member states 
issued a joint London Declaration. The declaration noted future threats from Russia, China 
(for the first time in NATO history), as well as terrorism, cybersecurity and the provision of 
secure technologies.

All the main challenges and threats mentioned in the third paragraph of the declaration, 
which the Alliance is facing:“We, as an alliance, face many threats and challenges that arise 
from all strategic directions. Russia’s aggressive actions pose a threat to Euro-Atlantic security; 
Terrorism, in all its forms and manifestations, remains a constant threat to all of us. State 
and non-state actors oppose the rule-based international order. Instability beyond our borders 
also contributes to irregular migration. We are facing cyber and hybrid threats” (London 
Government, 2019: 1). The Alliance does not rule out more open dialogue and constructive 
relations with Russia if Russia’s policies allow.

Russia has been mentioned several times, according to an official statement from the 
Alliance. His withdrawal from the Medium-Range Missile Nuclear Forces Agreement poses a 
significant threat to the Euro-Atlantic Alliance’s security. In response, the Alliance is stepping 
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up its actions to secure their land, seas and airspace. NATO will increase its defence capabilities 
against nuclear and missile weapons. The statement also said that as long as nuclear weapons 
exist, NATO will remain a nuclear alliance. At the same time, the member states of the Alliance 
continue to fully implement the Treaty on the Non-Proliferation of Nuclear Weapons, as well 
as nuclear disarmament, non-proliferation and the peaceful use of nuclear energy.

Due to the need for secure systems, NATO will work actively in this direction in the 
modern period. In an age of new technologies, when technological development plays a key 
role, NATO is still going to maintain and increase its technological advantage, which is really 
welcome. Concerning 5G technologies, NATO is further developing and ensuring the security 
of communication networks.

The Alliance has recognized China’s growing influence in the world and its role in 
international politics as both an opportunity and a challenge for them. About cybersecurity, 
NATO intends to strengthen and respond by increasing the security of cyber systems. NATO 
has recognized the importance of space to tackle and neutralize global security challenges.

The global world needs to unite in the fight against common threats. States taken separately 
from asymmetric threats cannot protect themselves and the security of their people without 
cooperation. Although some states have conflicts with each other, they must cooperate in the 
fight against terrorism and also in the issue of non-proliferation of weapons of mass destruction. 
Because these threats are global, and if any state today considers itself so protected from these 
threats, it does not mean that it will not face this threat and will be able to protect its population 
from the emerging threats and challenges fully.

Conclusion

In the modern period, the field of international relations faces many challenges and at the 
same time, faces significant problems in the form of “strategic asymmetric challenge” threats 
to the global security environment. States need to work together and increase cooperation 
mechanisms to ensure protection and security from growing threats in global politics. Even the 
world’s leading nations are failing to defend themselves against the threats posed by cyberspace 
entirely. Globally, there is a problem of lack of legal framework and international standards in 
the world, which, given the globalization and the current world order, complicates the process 
of developing a regional and national cybersecurity strategy. Nevertheless, cybersecurity 
mechanisms largely depend on the experience of individual countries and their cooperation. 
The same can be said for combating asymmetric threats and nuclear safety. States alone cannot 
protect the security of their population, and a clear example of this is the occurred and ongoing 
terrorist acts in the world, cyber terrorism and the proliferation of weapons of mass destruction 
and the threats posed by it. It is vital to increase the security of nuclear facilities so as not to 
damage these facilities or steal various substances. International organizations take measures 
for global security to play a significant role in ensuring world peace. It is crucial to develop a 
unified action policy and plan in this direction, to refine and improve the existing mechanisms 
to make the global security system more reliable. As for Ukraine’s question, it must strengthen 
its cybersecurity in light of the current threats and risks from Russia.
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